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Abstract—GPU-based Confidential Computing (CC) combines
a CPU trusted execution environment (TEE) with a CC-capable
GPU to protect data in use. However, it faces a memory wall:
GPU memory is far more limited than CPU memory. Unified
virtual memory (UVM) alleviates this constraint by allowing
the CPU and GPU to share a single address space, with
pages managed jointly by the GPU’s memory management unit
(GMMU) and a CPU-side UVM driver. This design, however,
is fault-driven and introduces significant overhead — when the
GPU accesses pages residing in CPU memory, it triggers page
faults that are aggregated by the GMMU and processed in
batches by the driver. Under CC, every page migrated in this
process must additionally be encrypted to ensure confidentiality
and integrity, further amplifying the cost.

We identify three key inefficiencies in UVM-based GPU CC.
First, it requires tight CPU-GPU synchronization to negotiate
initialization vectors (IVs) for AES-GCM encryption, placing en-
cryption on the critical path. While this design avoids storing I'Vs
and thus eliminates the overhead of integrity-tree maintenance,
the resulting synchronization overhead significantly degrades
performance. Second, the driver thread often sits idle while
waiting for new fault batches to arrive, wasting CPU cycles that
could otherwise be used for encryption. Third, even when the
CPU is utilized, CPU software encryption throughput is low
(1.3 GB/s) because UVM relies on Linux Kernel Crypto APIs
that are not currently parallelized, further compounding the
slowdown.

To address these inefficiencies, we propose LAGIS, a design
that opportunistically pre-encrypts pages on the CPU. LEGIS
leverages secure high-bandwidth memory (HBM) for flexible IV
management, introducing an IV Bank stored in 3D-stacked HBM
that decouples encryption from CPU-GPU synchronization while
eliminating the need for integrity trees. This enables out-of-order
encryption and substantially improves UVM performance under
CC. Our evaluation shows that LAGIS significantly reduces CC
overhead, achieving up to 3.13x (2.22x on average) and 5.05x
(2.74x on average) speedup over the CC baseline under default
and aggressive prefetching, respectively.

Index Terms—GPUs, Confidential Computing, Performance

I. INTRODUCTION

GPU-based Confidential Computing (CC) [1]-[9] is an
emerging paradigm that combines a CPU trusted execution en-
vironment (TEE, e.g., Intel TDX [10], [11]) with a confidential
computing-capable GPU (e.g., NVIDIA H100 [12]) to protect
data in use. This approach has gained traction for workloads
that handle sensitive information in cloud environments or Al
pipelines [4], [9]. However, GPU-based CC introduces two
major challenges. First, it relies on encryption schemes such
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Fig. 1: (a) Confidential Computing system with unified virtual
memory and (b) Counter-mode memory encryption.

as AES-XTS [13] and AES-GCM [14], which incur significant
performance overheads in current systems [5], [6]. Second,
GPUs suffer from the memory wall problem [15]: although
high-bandwidth memory (HBM) provides fast access, it is both
costly and limited in capacity compared to CPU memory or
external storage devices such as SSDs.

Unified Virtual Memory (UVM) [16]-[44] addresses the
problem of memory wall by allowing the GPU, CPU, and
other devices to share a unified address space (Section II-A),
enabling transparent access to different memory devices. As
shown in Figure 1(a), UVM allows transparent page migra-
tion between CPU DRAM, GPU HBM and even external
devices such as CXL-attached memory or SSDs. This capa-
bility further enables oversubscription, allowing applications
to use more memory than the GPU physically provides via
on-demand page migration and eviction. However, UVM’s
fault-driven page migration and eviction introduce significant
overhead even without CC [18], [20], [28]. When combined
with CC, the performance cost increases significantly. Each
page migration across trust boundaries (i.e., between the
CPU and GPU packages) triggers counter-mode encryption
(Section II-B), which adds latency on the critical path [5],
[6]. During encryption, both the CPU and GPU must agree on
an initialization vector (IV) to correctly perform encryption
and decryption. In current CC implementations, IV correctness
relies on access order. Each memory access increments the
IV, and because accesses are symmetric between the CPU and
GPU, both sides can stay synchronized. Such a design also
helps in defending replay attacks [6]. However, this design
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tightly couples encryption with the data transfer order. As a
result, encryption remains on the critical path and cannot be
easily overlapped with computation [6].

When it comes to encryption: TEE-based memory encryp-
tion across CPUs [45]-[53], GPUs [54]-[57], and NVMs [58]—
[63] typically relies on counter-mode encryption with explicit
IV and message authentication code (MAC) storage (see
Figure 1(b)). Each cache line (CL) maintains its own IV and
MAC, both protected by integrity trees, enabling encryption
via one-time pad (OTP), i.e., 0TP = AES(IV, key). Because
IVs are decoupled from access, OTPs can be generated ahead
of time or out-of-order. However, this flexibility incurs high
cost: Intel SGX, for instance, reserves 25% of enclave mem-
ory for metadata [46]. In contrast, we observed that UVM
page migration under CC adopts a synchronous encryption
model where IVs are derived implicitly from an access-ordered
counter: IV, < increment(IV._;). The IV is determined only
when the data is accessed. This design avoids IV management,
but it also makes encryption depend directly on the runtime
access order. As a result, encryption must be performed syn-
chronously on the critical path. We therefore propose to bring
flexible IV management back to GPU-based CC. However, the
encryption scheme required for UVM under GPU CC differs
from prior solutions as summarize in Table I. It highlights
few mismatches between prior counter-mode schemes and
UVM under CC. Prior schemes assume an integrity tree, per-
CL counters, and encrypted memory. These assumptions are
unnecessary here: GPU-based CC deprecates the integrity tree,
UVM migrates data at page granularity, and HBM is already
trusted (Section II-C). Meanwhile, prior schemes provide de-
coupled OTP, which remain desirable because it removes tight
runtime synchronization. The challenge is therefore to recover
this flexibility without inheriting the mismatched granularity
and memory encryption assumptions.

To address this challenge, we first analyze UVM fault-
service implementation and performance under CC by instru-
menting the NVIDIA Linux Open GPU Kernel Module [64]
(Section III). Our analysis reveals three key inefficiencies in
the current design: (i) current UVM under CC requires tight
CPU-GPU synchronization to negotiate initialization vectors
(IVs) for AES-GCM encryption for each 4 KB page, which
places CPU-side encryption on the critical path; (i) the driver
thread frequently sits idle while waiting for new fault batches
to arrive, wasting CPU resources that could otherwise be spent
on encryption;' (iii) CPU software encryption throughput is
itself low (1.3 GB/s) because UVM uses Linux Kernel Crypto
APIs that are currently not parallelized, which further degrades
performance. These characteristics for UVM under CC have
not been exploited in prior work. Even in state-of-the-art
designs such as PipeLLM [6], which rely on prediction, IVs
remain tied to memory access order, as mispredictions can
result in stale ciphertext (Section IV-B).

Based on these observations, we propose LAEGIS (Sec-

ISection IV identifies an additional opportunity for CPU-side pre-
encryption once the fault batch has arrived, during the fault preparation stage.

TABLE I: Encryption Schemes Comparison

Consideration Prior Counter Mode GPU-based CC (UVM)
IV / MAC v Explicit per-CL x Implicit, access-based
Integrity Tree X Required v’ Deprecated

OTP Timing v Decoupled X On-access only
Granularity X Cache-line (64B/128B) v Page-level (64KB, 2MB)
Memory X Encrypted DRAM v Plaintext HBM [65], [66]

tion IV).?. Under the widely adopted assumption that HBM is
secure (Section II-C), LEAGIS co-designs HBM-resident ex-
plicit IV management with UVM behavior (e.g., driver thread
idleness) to improve the performance of general UVM work-
loads under GPU-based CC via opportunistic pre-encryption.
At a high level, LEGIS makes three key contributions: (i)
it reintroduces explicit IV management in GPU-based CC
while decoupling encryption from CPU-GPU synchronization,
without requiring integrity trees; (i) it introduces the IV
Bank, an HBM-resident GPU structure that maintains per-
page’ IVs for secure and flexible IV tracking (Section V),
thereby fully decoupling encryption from access ordering; and
(iii) it leverages opportunities at the CPU to pre-encrypt pages,
improving UVM performance under CC (Section VII).

To the best of our knowledge, this is the first work that
makes the following contributions:

« We conduct an in-depth performance dissection of UVM
under CC by instrumenting the GPU driver, examining
how page migration and encryption work in practice.

e On CC-enabled real GPU hardware, we identify three
major inefficiencies in CC UVM fault servicing: namely,
synchronized encryption, driver thread idleness, and low
CPU software encryption throughput.

e« We propose LAGIS, a design that opportunistically
performs page pre-encryption and leverages secure HBM
for flexible IV management.

e Grounded in the results from real GPU hardware, we
implement LZEGIS on top of GPGPU-Sim [67], [68]. Our
evaluation shows that LAEGIS significantly reduces CC
overhead, achieving up to 3.13x (2.22x on average) and
5.05x (2.74x on average) speedup over the CC baseline
under default and aggressive prefetching, respectively.

II. BACKGROUND

In this section, we present an overview of GPU-based
confidential computing. Next, we describe how unified virtual
memory works in conjunction with confidential computing.
This is followed by a description of the cryptographic mech-
anisms employed in such systems. Finally, we describe the
threat model considered in this work.

A. UVM in TDX-based GPU CC System

As shown in Figure 2, GPU-based Confidential Comput-
ing (CC) [1]-[8] relies on both a CPU trusted execution

2LAGIS is derived from the Old Norse word for opportunity and is also
a fusion of Lance and Aegis

3Unless otherwise specified, the term page or big page refers to a VABlock,
which is 2 MB in size. The term base page refers to a 4 KB page.
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Fig. 2: TDX-based GPU confidential computing architecture.
The dashed green parts are trusted components.

environment (TEE), such as Intel Trust Domain Extensions
(TDX) [11], [69]-[72], and a CC-capable GPU, such as the
NVIDIA H100 [12], [73], [74]. CPU TEE achieves VM-level
isolation that enables a transition from the insecure world to
the secure world without code modification.

The new VM-level isolation provided by Intel TDX and
AMD SEV-SNP [75] can incorporate the entire GPU runtime
and kernel driver into a confidential virtual machine (CVM)
or trust domain (TD) in Intel terminology.* Once the GPU is
in the CC mode, it can communicate with the TD through
encrypted channels. The TD is managed by a secure software
component called the TDX Module [72], [76], which can be
viewed as a lightweight hypervisor, as shown in Figure 1 and
Figure 2. Similar to other CPU TEEs, memory encryption [46]
is integrated for TD memory access.

The GPU architecture consists of SMs, architectural en-
gines, a GPU memory management unit (GMMU), and mem-
ory partitions, as shown in Figure 2(b). The architectural en-
gines include several copy engines (CEs) capable of initiating
DMA operations that orchestrate data movement between the
CPU and GPU [77]. In a CC-capable GPU, the CEs are
enhanced with hardware AES engines to ensure confidentiality
and authentication. There are several security-related engines,
such as the GPU System Processor (GSP) and the Secure Pro-
cessor (SEC2). Both are RISC-V microcontrollers, as noted by
Gu et al. [7], [78], [79]. Like the CEs, the GSP/SEC2 integrate
hardware AES engines to accelerate cryptographic operations.
NVIDIA patents [78], [79] also indicate the presence of on-
chip fuses used to store security keys.

Once GPU CC is ready and all keys are securely es-
tablished (@), we describe how Unified Virtual Memory
(UVM) operates. First, user-level CUDA runtime API calls
interact with the driver module (e.g., /dev/nvidia-uvm).
For example, cudaMallocManaged allocates UVM-managed
memory, which can be accessed by both the CPU and GPU
without explicit copy operations. GPU page faults trigger
page migration, which is a source of significant performance
overhead. The kernel module then handles GPU requests,
such as fault batch handling. When GPU threads attempt to
access a page, they first check its page table entry (PTE) by
performing a page table walk (PTW). If the PTE is invalid,
a replayable fault is triggered and handled by the GMMU.
The fault information is stored in a fault buffer [18] (@).

4We use Intel and NVIDIA terminology in this study.

The GPU then interrupts the CPU for batch handling [18],
which first fetches the fault information (€). To improve
efficiency, the driver groups faults into batches [18]. We define
fault batching count (B¢) as the maximum number of faults
that form a batch. Under UVM, the default value of By is
256. The interrupt service routine (ISR) then pre-processes
the fault batches for future service and replay (@). We refer
these steps (@ and @) before actual fault service as fault
preparation. When CPU services these faults, it performs page
encryption in AES-GCM format and pushes corresponding
commands (such as DMA migration and GPU decryption)
to GPU via a pushbuffer (€). This communication traverses
through the untrusted PCle channel. Therefore, the commands
and subsequent data transfers (@) must be submitted to a
secure channel with per-direction keys already established.
Note that currently there is no dedicated AES engine to be
used by the driver, therefore, encryption of pages is performed
in software. Once the GPU receives the required pages, the
corresponding engines decrypts them and store them in HBM
as plaintext (see Section II-C for more details).

UVM organizes memory into 2 MB virtual address blocks
(VABlocks), each consisting of contiguous 64 KB basic
blocks. To reduce repeated batch handling, UVM uses a tree-
based neighborhood prefetcher (TBNp) [20], [21], [27], [80]
that proactively migrates nearby data. TBNp represents each
VABIlock as a five-level full binary tree with 32 leaf nodes,
where each leaf corresponds to one basic block. It migrates
at leaf granularity, so a fault on a base page migrates the
entire leaf containing that page. TBNp uses a tree-based
prefetching threshold (P;): once the migrated-leaf fraction
exceeds P;, TBNp assumes high locality and migrates the
remaining leaves. P, controls prefetching aggressiveness, with
lower values triggering prefetching earlier.

B. Memory Encryption

The memory encryption engine (MEE) [46] is a hardware
component in the memory controller that performs AES-based
encryption and decryption for memory accesses, protecting
data against physical memory attacks. Commercial TEEs
commonly use two AES modes: counter-mode encryption
(CME) and counter-less encryption (CLE). NVIDIA CC uses
a variant of CME, AES-GCM [14], to protect data over the
CPU-GPU interconnect [5], [6]. The GPU also includes on-
chip AES-GCM engines, as discussed in Section II-A. In
contrast, TDX protects private CPU memory with a Total
Memory Encryption-Multi-Key (TME-MK) engine [81], [82]
in the memory controller, which performs AES-XTS [13], [83]
encryption and decryption for all accesses to private TDX
memory. However, currently there is no dedicated CPU-side
AES-GCM engine available for CC. Since AES operates on
128-bit inputs, or AES blocks, encrypting a large message
requires multiple AES invocations. For AES-GCM, the nonce
used to generate the OTP must never repeat under the same
key. The nonce is typically constructed from a 96-bit IV and a
32-bit self-incrementing counter [14]. This layout can be cus-



I Fetch I Preprocess s Encryption I Migration s Other Bf =256 -%-- Br=1024

1.00 14

12
0.75 10
0.50 8

6
0.25 4
0.00 %

H M L H M L
CNN SYRK LOGREG 3DCONV 2DCONV FD2D GEMM

Fig. 3: Breakdown of CPU batch handhng time (stacked bars) and processed fault batches (points). The left y-axis shows
the time fraction of each component. The x-axis shows the TBN,, threshold (P;): H, M, and L denote 1%, 51%, and 91%,
respectively. The left and right stacked bars use By values of 256 and 1024. The right y-axis shows the total processed batches,

normalized to the batches observed under P; of 1%. Collected on real hardware.

tomized [46], as long as uniqueness is preserved.’ Section III
provides a more detailed analysis of the CC encryption stack.

C. Threat Model

Our threat model is consistent with prior studies on TDX
and GPU TEEs [5], [6], [65], [84]-[87]. The Trusted Com-
puting Base (TCB) includes all on-chip components of both
the CPU and GPU. Private memory of TD is enforced
to be encrypted through TME-MK. Unauthorized access to
private memory will always return zero [88]. The attacker
can gain both privileged and physical access to the system.
Side-channels attacks [89], [90] and other threats are outside
the scope of this study. We assume the GPU’s memory,
which is composed of 3D-stacked HBM [91], [92], is secure
and resistant to physical attacks [56], [66], [74], [85]-[87],
[93]-[100]. This assumption is based on the physical design
of HBM, where memory dies are integrated into package
and internally connected using through-silicon vias (TSVs).
Moreover, there have been no publicly known RowHammer-
style [101]-[104] attacks targeting GPU HBM. Therefore, we
adopt the assumption that GPU HBM is secure and does not
require memory encryption. A similar assumption can also be
extended to CPU, such as Intel Xeon Max CPUs [97], [105]
where HBM stacks are integrated.

D. HBM and Its Security

LAGIS adopts the same HBM-trusted threat model used
by prior GPU-TEE work and current NVIDIA GPU CC [12],
[106]. This model has been used since Graviton [65] and is
widely adopted by later studies [56], [66], [85], [87], [97]-
[99]. Graviton assumes GPU on-package HBM is extremely
hard to snoop or tamper with [65]. NVIDIA CC similarly
treats HBM attacks as hypothetical and excludes them from its
CC threat model [74]. Prior work also discusses 3D integration
as a security primitive [86], [97], [99], [100]. BOLT [66]
is the first to explicitly rely on HBM and a customized
accelerator for an oblivious MAP algorithm. We also note
that, although RowHammer-style attacks are widely stud-
ied [101]-[104], current evidence does not establish such at-
tacks on deployed server-class HBM GPUs (e.g., A100/H100).

SIf messages m1 and mq are encrypted under the same nonce, producing
ciphertexts c1 and c2, then c1 &c2 = m1 S ma, which can reveal information
about the plaintexts.

GPUHammer [103] demonstrates a discrete-GPU attack on
GDDR6, not server GPU-HBM platforms, and discusses how
evolving HBM refresh/ECC mechanisms and NVIDIA CC
further narrow the attack surface.

III. PERFORMANCE DISSECTION OF UVM WITH CC

The core function of the UVM driver is to handle GPU-

generated page faults. As discussed earlier, this process (batch
handling) comprises several key steps: fault fetching, prepro-
cessing, fault servicing, and issuing GPU replay to resume
SM execution. Various configuration parameters influence how
faults are generated and handled throughout this pipeline.
Given that batch handling critically impacts UVM efficiency,
we analyze its behavior under CC in this section. Our exper-
imental methodology is described in Section VI.
Batch Handling Performance. The current UVM driver
exposes a few tunable parameters. In this study, we focus
on two such parameters: fault batching count (By) and tree-
based prefetching threshold (P;), which are discussed in
Section II-A. Given that batch handling is already expensive
under UVM [18], we find that CC amplifies the cost further
due to overheads related to encryption [5]. To address this
problem, the first step is to reduce the number of fault batches
handled at the CPU side. For a given workload, aggressive
prefetching can help reducing the fault batches as it facilitates
transfer of more data per fault batch handling. However, a
small value of P; may also lead to unnecessary prefetching.
Under CC, this unnecessary prefetching also increases the
encryption overhead. Nevertheless, our experiments (discussed
next) indicate that benefits of reducing the number of faults
processed can outweigh the drawbacks of increased encryption
overhead.

In Figure 3, we dissect the time spent by CPU to perform
batch handling. The stacked bars show the time breakdown
across batch handling components under different B; and
P:, while the points report the normalized total number of
fault batches processed. We first observe that regardless of
the choice of P, or By, encryption occupies a large portion
of the batch handling time on CPU. For example, in CNN
with aggressive prefetching, encryption accounts for more than
70% of this handling time on CPU. In GEMM, the encryption
share decreased from 44% to 16% when switching from P
= 1% to 91% at By =256. However, reduced encryption time
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does not always translate to better performance. In GEMM, the
number of fault batches increases from 149 to 1310, an 8.7 x
growth (see Figure 4(a)), while the number of GPU-generated
faults grows more than 11x. It is evident that aggressive
prefetching results in a relatively lower fault generation rate.
As a result, although the encrypted data volume is smaller,
the additional batch handling overhead dominates. For most
applications, a smaller P; (i.e., aggressive prefetching) is
therefore beneficial [27]. CNN workloads, however, present a
counterexample. In CNN, the number of fault batches grew by
only 8.3%, due to its memory access properties. Meanwhile,
the amount of encrypted data is reduced by 96.8%, which far
outweighs the modest increase in batch handling overhead.

Observation 1: Aggressive prefetching (P; = 1%) reduces
costly GPU-CPU fault batch handling-related interactions.
However, it shifts the burden to encryption — i.e., time
spent on encryption can exceed 70% of the total fault
batch handling time on CPU. Thus, encryption is a critical
performance bottleneck under CC with UVM.

Encryption Mechanism Demystified. A key difference of
UVM under CC is the encrypted paging, where pages are
migrated over PCle in encrypted form to prevent physical
attacks. Since encryption is a major source of overhead (Ob-
servation 1), we examine its implementation inside the GPU
driver. Listing 1 shows a simplified version of the CPU-to-
GPU migration routine; it runs during servicing of every fault
batch. Each TDX page is encrypted with AES-GCM (line 4).
Since TDX memory is protected by the TME-MK engine, each
page is first decrypted on read before CC-required AES-GCM
encryption. AES-GCM always operates on 4KB pages and is
bound to a push channel, where an IV is managed through
synchronization. In our evaluation, TME-MK adds only about
40 cycles to memory-access latency thanks to its dedicated
hardware implementation. After encryption, a CE copy com-
mand is injected into the channel (line 6), which triggers a
DMA transfer and asynchronous GPU-side decryption that can
be pipelined. As a result, decryption latency on the GPU can
be hidden.

Moreover, encryption differs substantially across GPU

memory-management paths (e.g., UVM vs. non-UVM [6])
that limits which optimizations apply to UVM. In GPU-
based CC, crypto-libraries are used in a data plane for CPU-
GPU memory movement (e.g., AES encryption) and a control
plane for CC services (e.g., provisioning). For UVM, the
kernel-space NVIDIA driver exposes a Cryptography Ser-
vices Library (CSL) interface [64]. Such CPU-side encryption,
which lies on the critical path (as shown in Listing 1),
is therefore expected to rely on internal CSL calls, rather
than user-space OpenSSL [107]. Although the call chain is
proprietary, the net effect is that UVM encryption is realized
through the Linux Kernel Crypto API (LCA) [108], which we
confirm using bpftrace [109] tracing of CSL interactions
with libspdm [110], [111] and kernel AEAD encryption
(crypto_aead_encrypt). The thread model of this kernel
path also matters. Replayable UVM fault servicing (Sec-
tion II-A) is commonly funneled through a driver-managed
work queue that is serviced by a single kernel thread. As a
result, encryption on the UVM fault-service chain tends to
inherit this serialization. This structure can limit parallelism
in practice and shapes which optimizations are feasible for
UVM workloads. Kernel modules also do not dynamically
link against user-space libcrypto, so upgrading OpenSSL
does not directly affect nvidia_uvm.ko. In contrast, for non-
UVM applications, OpenSSL covers data-plane encryption,
as confirmed by prior studies [5], [6]. Unlike the kernel-
side UVM path, user-space cryptography can exploit CPU
parallelism via standard threading (e.g., std: : thread in [6]).
We compare these implementations in Section VIII-A.

Observation 2: Under GPU-based CC, UVM paging
encryption is a kernel-space, Linux Kernel Crypto API
(LCA)-backed path that operates synchronously at 4KB
page granularity with IV synchronization. This differs from
user-space OpenSSL-based bulk encryption and inherently
limits parallelization opportunities.

I va_bb = dma_alloc_coherent () ;

2 for_each_va_block_page_in_region (page_index, region) {
3 void xva_src = kmap (src_page);
4 uvm_cc_cpu_encrypt (push->channel, va bb, va_src, iv,
— PAGE_SIZE, va_tag);
5 kunmap (src_page) ;
6 gpu—>parent->ce->decrypt (push, gpu_dst, va_bb, PAGE_SIZE,

— va_tag);
7}
Listing 1: Demonstration of CPU-side encryption and GPU-
side decryption process in the nvidia-uvm driver.

Encryption Performance. We measure the actual UVM en-
cryption throughput and, as expected, it remains consistent
across applications. Taking GEMM as a representative case,
Figure 4(b) shows the throughput per fault batch. The average
values are 1.28 GB/s (i.e., 2.98 ps for encrypting a 4 KB
page) and 1.24 GB/s for P; = 1% and 91%, respectively. This
is much lower than non-UVM CC data migration bandwidth
(around 3.03 GB/s [5]). Thus, both the implementation and
the performance of encryption present a major obstacle to
optimizing UVM performance.
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scale. the x-axis shows the P, level, H, M and L stands for 1%, 51% and 91%. Collected on real hardware.

Observation 3: GPU CC presents slow (1.3 GB/s) and
synchronous software encryption in UVM, placing it on
the critical path. Such low throughput presents significant
performance overhead. Note that TDX hardware for AES
adds only 40 cycles. Thus, the bottleneck lies in the
software encryption path.

IV. OVERVIEW OF OUR APPROACH: LAEGIS

Based on the findings presented in the previous section,
we analyze the challenges that CC introduces for UVM and
motivate the design of LEGIS by addressing three questions:
when to encrypt, how to encrypt and what to encrypt.

A. Idle Service Routine: When to Encrypt?

As discussed in Section II-A, encryption occurs during
the servicing of every fault batch. Since batch handling is
interrupt-driven, the driver thread might remain idle when no
GPU faults are generated (i.e., when no fault batch is being
processed). Hence, we focus on when to encrypt during batch
handling. Figure 5-Baseline illustrates idle behavior during
batch handling. It shows one complete fault batch (batch i)
with both CPU and GPU activity. Fault preparation includes
steps before encryption (e.g., fetch and preprocessing) and
matches the UVM flow described in Section II-A. As shown,
during idle periods, the driver thread sleeps and there are
no CPU AES activities, even though GPU execution may
continue. This underutilization becomes more significant given
the already limited encryption bandwidth (Observation 3).
We observe that these idle periods are long across various
P; and By values. We approximate the average idle time as:
Idle[n] = —25 327" s[i] — (s[i — 1] + H[i — 1]), where n is
the number of processed batches, s[i] is the start time of batch

i, and H[i] denotes the time spent on CPU handling the i-th
batch (characterized in Figure 3). We also refer to this type of
idleness as true idle, during which the driver thread sleeps.

Taking P; = 1% as an example, true idle time is 12x
longer than average encryption time (not shown), meaning
that if the VABlocks to be migrated in future batches can
be predicted, then pre-encryption can fully overlap with idle
periods. Figure 6 shows the average true idle time versus
encryption time, along with the fractions of driver active time
and idle time for each application. On average, the driver
remains true idle for 87% of its execution time, during which
CPU resources (e.g., cycles that could be used for encryption)
are underutilized. Meanwhile, from the perspective of CPU
AES activity, even during fault preparation (e.g., fetching and
preprocessing), the AES instruction is not executing. We term
this duration as false idle. Hence, with an extra assisted
thread running AES, pre-encryption can overlap with fault
preparation for additional benefits. Both types of idleness are
illustrated in Figure 5-Baseline. Notably, the length of false
idle time depends on the number of pages serviced within
each batch. As shown in Figure 5-LZAEGIS, decoupled IV
access (Section V) enables out-of-order encryption during idle
periods. Specifically, the order of pre-encrypted pages does
not need to match the actual page access order. When pre-
encrypted pages are later requested in fault batches, no further
encryption cycles are needed on the critical path. Since pre-
encrypted pages can be directly committed and written to
bounce buffer, it also improves PCle efficiency. This results in
pre-encryption benefit and saved cycles. We will discuss how
to select candidate pages for pre-encryption in Section IV-C,
Section V-B, and Section VI.



Opportunity 1: Between fault batches, the driver thread
enters true idle, and during fault preparation the thread that
is not running AES instructions experiences false idle. Both
these intervals can be utilized to hide (some) encryption
latency if pre-encryption is applied.

B. Synchronized Encryption: How to Encrypt?

As discussed in previous sections, although idle periods can
be used for pre-encryption, the question of how to encrypt
remains challenging. This arises from the synchronous nature
of current encryption, where the IV is tightly coupled with
access order. A possible solution is to rely on prediction, as
in PipeLLM [6], which speculatively decouples encryption.
However, misprediction risks both performance and security
by breaking IV consistency.

cIV, = Pred (x, history, cIVy)

cIV0 = clVi=s clVi=q

Y Time
H2D transfers \ ‘\
i Time
glV ++ glV ++ glV ++
glVo=a glVei=p gV, = increment(p)

Fig. 7: Demonstration of IV prediction adopted from [6].

In speculative encryption, PipeLLM predicts future CPU-
side IV (cIV) values, as shown in Figure 7. The GPU-
side IV (gIV) is incremented when encrypted data from the
CPU arrives. This protocol creates an implicit synchronization
channel between the CPU and GPU. Thus, a future value cIV,
can be viewed as the output of a predictor (Pred), which takes
the past history and the current cIV as inputs and predicts
the cIV value that will be used at time x. From an oracle’s
perspective, suppose that at time x the actual cIV is s and the
predicted cIV is q. If the prediction is correct, then s = q and
increment(p) = s, so the pre-encrypted ciphertext remains
valid. However, this correctness can only be confirmed at
runtime, when the actual cIV is assigned. If the prediction
is wrong, e.g., s > q, then the pre-encrypted ciphertext
ct, = AES-GCM(q, page,) is invalid. In this case, the predicted
clV q is stale and may collide with a prior encryption using the
same clIV, violating AES-GCM’s IV-uniqueness requirement.
More generally, any incorrect prediction that uses a stale or
uncommitted IV can create a security vulnerability. To avoid
this, PipeLLM writes predicted ciphertexts to TDX-encrypted
memory, which adds more complexity. We identify the root
cause as the lack of explicit IV visibility on both the CPU and
GPU sides. To address this limitation, we propose decoupling
encryption through explicit IV management (Section V-A).

Observation 4: Synchronous encryption degrades both
performance and security when applying prediction. It also
limits the benefits that rely on flexible timing and ordering.
We identify the root cause of this limitation as the absence
of explicit [V management.

C. Closer Look of Fault Behaviors: What to Encrypt?

Finally, to determine what to encrypt, we next explore how
to leverage Opportunity 1 for pre-encryption candidate selec-
tion. As illustrated in Figure 8, we examine the fault buffer
activity of 2Dconv under the default prefetching threshold as
an example. This is conducted on a simulated platform (see
Section VI for more details) to obtain fine-grained activity
traces that are typically unavailable on real hardware.

,um m M MN §

Event Index

Fig. 8: Fault buffer events for 2pconv. The left y-axis
shows the number of base pages scheduled for service
(sched_pages), and the right y-axis shows the number of
entries recorded in the fault buffer (fb_entries).

First, we observe that pages scheduled when a page-fault
event occurs may not be served within a single fault batch.
This reflects that the fault buffer maintains multiple entries,
rather than just one. This behavior is expected due to the
high degree of parallelism in GPUs: warps across many SMs
may fault on different virtual addresses simultaneously. These
requests are forwarded to the GMMU, which coalesces them
into page fault requests. Given diverse access patterns, threads
may fault on different VABlocks. Consequently, while the
GMMU schedules a fault batch at a given cycle, not all
pending faults are served immediately; they are instead split
across multiple batches. As already shown in Figure 6, due to
internal hardware mechanisms and runtime behavior, idle time
naturally arises between these batches. As long as the driver
can access the fault buffer contents [21], [112], it can prefetch
additional fault buffer entries as candidates for encryption
during this idle period.

Opportunity 2: The UVM driver can anticipate future
accesses using information already in the fault buffer, or
through any existing predictive model.

V. DESIGN AND IMPLEMENTATION OF LZEGIS

LAGIS addresses two major research questions: RQI:
How to design an encryption scheme tailored for GPU-based
CC that can support out-of-order encryption; RQ2: With this
scheme, how to perform efficient batch handling. To this end,
LZAGIS introduces the following key mechanisms:

(i) Leverages HBM in GPU for metadata (e.g., IV) storage.

(if) Decouples encryption from access ordering by introduc-
ing explicit IV management between CPU and GPU thereby
enabling arbitrary encryption orderings.

(iii) Proposes an out-of-order pre-encryption scheme. Com-
bined with (i) and (ii), this design leverages false and true idle
intervals to reduce encryption overhead.
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Fig. 9: IV Bank stored across HBM hierarchy.

A. HBM-Assisted Encryption

To enable flexible cryptographic operations and further
optimizations, the first step is to decouple IV management
from the actual data transfer.

Insights. As discussed in Section IV-B, current CC designs
rely on implicit IV synchronization, where each encryption
step causes the IV on both ends to increment. This syn-
chronization introduces significant overhead, as it lies on the
critical path. However, since HBM is considered secure [66],
LZAGIS decouples encryption by explicitly storing metadata
(e.g., IV) in HBM rather than relying on CPU-GPU synchro-
nization. Also, under this threat model, once data arrives at
the GPU, it can be stored in plaintext. Thus, MACs are no
longer needed after verification, integrity tree protection can
be deprecated, and on-chip GPU memory accesses also do not
require encryption, decryption, or verification.

IV Bank Concepts. To the best of our knowledge, this is the
first work to leverage the secure nature of HBM and introduce
explicit IV storage within it. As shown in Figure 9 (right),
we reserve a logical region, termed the IV Bank, in each
HBM stack (see Table II for configuration details). IVs are
interleaved across all channels and banks. The IV Bank stores
per-VABlock IV Bank Entries (IBEs). IBEs are accessible to
the memory controller and can be transferred over HBM’s
TSVs to the on-chip network for routing to other engines, such
as CE. GPU 1V Bank uses HBM, however, for CPU-side 1V
Bank, it can be implemented in both TDX-protected memory
or HBM. We only require GPU to be HBM-integrated.
Organize IV Bank. LAGIS reserves space (512K lines) per
HBM stack on GPU to store IV bank entries. Each line holds a
128-bit entry for one VABlock, resulting in 8 MB overhead per
stack (i.e., 4 big pages). These lines are mapped to reserved
physical addresses during page allocation. Figure 10 shows the
address mapping. For an 8-channel HBM stack with 16 banks
per channel, interleaving 4 big pages maps VABlock offsets
from 0x0 to Ox1FFFFF. The higher address bits span 0x0 to
0x3, using physical address bits 17-22 as the row index. This
requires 64 rows per bank, which fit within a single sub-array
(Figure 9, right). Each 1 KB row stores 64 I'Vs, and each access
gathers one entry from 16 columns. This layout balances load
across banks and avoids hotspots. IVs and data can share sub-
arrays, though more advanced mappings could enable parallel
access, which we leave for future work. The design scales to
multiple HBM stacks via stack-specific mappings [34].

IV Construction. We do not store the 96-bit IV directly. We

also avoid address-dependent IVs, as page swapping caused
by prefetching or eviction may change physical address map-
pings. This makes address-derived IVs unreliable. A natural
alternative is to initialize IVs sequentially or randomly. Se-
quential initialization can lead to duplicate IVs due to varying
page fault order. With random initialization, the probability
that two entries collide is bounded by well-known birthday
bound [46], [113]: ¢% - 279526 where ¢ is the number of
initialized entries. This probability is non-negligible given the
size of our IV Bank.

PFN (13 bit) VABIock offset (21 bit)
Row BK Col | BK CH Col Block
33 17|16 14137 12l 11 |10 8|7 5|4 0

Fig. 10: HBM address mapping of a single stack.

IV Bank Entry. To avoid IV collisions, we divide the 96-bit
IV into two parts: a 19-bit identifier (ID) and a 77-bit random
value (RV). The RV is generated using a secure pseudorandom
function (PRF) with a shared key for initialization. Since the
CPU and GPU can negotiate keys securely [7], both sides
initialize their IV Bank with matching values. Each IV Bank
entry is 128 bits (see Figure 9, right-bottom) and includes
the IV and control flags. The V-bit marks whether the entry
is valid. The D-bit indicates if the entry has been modified.
The O-bit signals overflow of the IV, and the R-bit triggers
key rotation and re-encryption on RV overflow (Section V-C).
A 9-bit CTR tracks access to base pages within a VABlock.
Remaining bits are currently unused but reserved for future
extensions. Although the figure shows the GPU-side layout,
the CPU maintains a similar structure.

Indexing the IV Bank. Since IV Bank entries are allocated
per 2MB VABIlock, we use the page table walk to extract the
indexing information. Specifically, we repurpose 19 unused
bits in the page directory level O entries (PDEO) [114] to
store the ID, as shown in Figure 11. The ID is then used
to index the actual IBE stored in IV Bank, which are mapped
to specific HBM channels via the address layout in Figure 10.
As illustrated in Figure 9(left), once an IBE is fetched by the
memory controller (MC) in GPU, it is sent to the CE (DMA
engine [115]-[118]) via a shared crossbar [77], [116]. It will
also be cached into a small on-chip IV cache. Then the CE will
construct a 128-bit input to an AES engine using the 96-bit IV,
a 17-bit block index within the 2 MB page, and padding. This
AES engine will then generate an OTP to perform decryption.
With IV Bank support, the CPU and GPU can encrypt and



decrypt independently, enabling out-of-order and decoupled
encryption/decryption.

Support for Different Page Sizes. Our design also supports
4 KB and 64 KB pages without modifying the IV Bank struc-
ture or increasing page table size. Prior work [119] and public
documentation [114] show that the PDEO can handle 2 MB,
64 KB, and 4 KB pages. PDEO contains separate fields—PAS
for small-page tables and PAB for big-page tables. Each 16 B
PDEO has at least 29 unused bits, which we reuse. For 4 KB
pages, we keep the same IV Bank granularity. Since pages
are decrypted when they arrive at the GPU, all 4 KB pages
within a 2MB VABlock share the same ID and RV (as
shown in Figure 11), differing only by offset. The RV is
incremented only after all 512 pages in the block are migrated.
To support partial migration, each IBE includes a 9-bit counter
to track how many 4 KB pages have been migrated. The same
mechanism applies to 64 KB pages.
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Fig. 11: IV Bank Entry with small page size.

Eviction Support. LAGIS naturally supports eviction. For
example, under a VABlock-LRU policy [20], an entire
VABIlock will be evicted. Hence, the RV of the corresponding
IBE is incremented, and all pages in the block are refreshed
using the new RV. Eviction is orthogonal to our mechanism,
and LAGIS can be integrated with existing eviction policies.
Therefore, IV Bank coherence can also be ensured similarly
to how UVM page-fault driven coherence works.

B. Walkthrough Example

To illustrate this mechanism, consider a scenario where
the GPU begins generating faults. Suppose the fault buffer
contains at least two entries, F'4 and Fg, with F'4 scheduled
to be served in the next batch. F'4 requires at least page 4, and
Fp requires at least page ;. We start by examining the system
state before the faults occur.

@): Initialization. The CPU-side IV Bank is initial-
ized first. During this process, the driver and microcon-
troller [112] set up the page table for memory allocated
through cudaMallocManaged. Each page receives a physical
frame number (PFN) and a unique ID, typically generated in-
crementally from a random source. All UVM-managed pages
are logically placed in a candidate set S, and marked as not
yet AES-GCM encrypted. For example, assume page A has
ID ID 4. The corresponding IV Bank entry at CPU at line ID 4
is initialized with ID 4 and a random value RV 4. This entry is

then written to IV Bank indexed by ID4 at CPU. The entry
sets both the D-bit and V-bit to 1, indicating that the entry has
been initialized.

©: Batch Handling and Pre-Encryption. When Fj is
triggered, the driver service it at CPU and this encryption is
on the critical path. Meanwhile, F'p is prefetched from GPU
and prepared for pre-encryption once the CE finishes with Fy.
To pre-encrypt Fp, IVp is reconstructed from the IV Bank at
CPU using IDp, and is used to encrypt each AES block as:
page [blkidx] @ AES(Knea,RVp || IDp || blkidx || 0'°)
Once done, the page is marked as pre-encrypted. The system
continues encrypting the rest of F'z’s pages in the background.
After finishing F'g, it proceeds to pre-encrypt pages from the
candidate set S,. As pages get encrypted, they are removed
from S,.

@: Saved Cycles. When F is eventually handled, the pre-
encryption thread switches to fault preparation, while another
thread continues pre-encrypting future candidates. For each
page in Fp, if it was already pre-encrypted, it is marked as
ready without delay. Otherwise, encryption happens during
servicing, as usual.

®: Page Migration. Once all Fz pages are ready, a 109-
bit MAC is generated. The system writes the MAC and the ID
to the bounce buffer next to the encrypted page. Using DMA,
the CE sends the page and a 128-bit value (MACp || IDp) to
the GPU. CTR will be incremented as well.

®: Recovery. After receiving the encrypted page and MAC,
the GPU extracts IDg and verifies the MAC. The CE uses this
ID to get the IV entry from GPU HBM and decrypt the page.
If this is the first time the page has arrived (i.e., both V and
D bits are 0), the CE initializes the IV Bank entry at GPU,
based on the process explained in step @Y. Once decryption is
done, the page is written to HBM in GPU. If the page was
evicted before, the CE retrieves IDg from PDEO to fetch the
correct IV and proceed.

C. Hardware Overhead and Security

LZAGIS adds a small fully associative IV cache with 16
entries, requiring only 256 B of SRAM, or 0.02% of the L2
cache size. LEGIS introduces no new cryptographic hardware
engines, so its hardware and power overheads are negligible.
LAGIS also does not introduce new security risks. It uses the
NIST-standard IV length [14]: each VABlock is assigned an IV
from a unique 19-bit ID and a 77-bit RV. The RV is initialized
randomly from a PRF and incremented on each access. The
main concern is RV overflow. If the initial value is RV, the
remaining space is 277 —RVj. Since RV is sampled uniformly
from a PRF, E[RVy] = (277 — 1)/2, so E[277 — RV, ~ 276,
which is sufficient for page swaps. For side channels, LEGIS
follows the NVIDIA GPU CC threat model, which does not
claim to eliminate side-channel attacks [70], [74]. We also
assume correct driver behavior, consistent with TDX software
trust assumptions. Compared to PipeLLM [6], LEGIS avoids
a misprediction NOP channel: PipeLLM mispredictions may
create externally visible NOP operations, while LAEGIS always
commits pre-encrypted ciphertexts. An observer may still see



shorter PCle active time for a fault batch, but this coarse signal
can also arise in PipeLLM and page-fault side channels [120],
[121]. LAGIS does not expose new plaintext or stale cipher-
text, and it adds no new microarchitectural interactions beyond
the existing UVM path.

D. Scalability of LEGIS

The IV Bank uses only 8 MB of HBM in our design point,
scaling to more HBM stacks is an address-mapping issue, not
a storage issue. Additional stacks do not require replicating the
IV Bank; firmware only needs to update the physical-address
mapping used to locate each IV entry. In multi-GPU CC, the
key question is where encryption state resides. If GPUs share
an address space, the extension is analogous: pages map to
IV Bank entries via firmware-managed address mapping, and
GPUs fetch IVs on demand. The main additional cost is cross-
GPU traffic [122], whose impact depends on interconnect
bandwidth/latency and locality. Our current 19-bit ID supports
up to 1 TB of HBM; larger systems can increase the ID width
(trading off RV bits) as long as it still fits in unused PDEO
bits. Alternatively, the IV Bank can be replicated per GPU
with coherence across replicas. This increases complexity but
keeps overhead small (8§ MB per GPU).

VI. EXPERIMENTAL METHODOLOGY

To evaluate LAEGIS under realistic hardware con-
straints, we extend GPGPU-Sim v4.2 (based on commit-id
84c6cfd) [67], [68], a widely used cycle-level GPU simulator,
with UVMSmart [20] support for virtual memory, including
a shared GMMU and batch handling. Table II(A) shows the
GPU configuration, and Table II(B) lists the HBM2 stack
parameters. To better reflect real-world CC behavior, we also
profile a physical setup (Table II(C)) and use these measured
values in our simulations.

TABLE II: Configuration Parameters

(A) GPU [68], [123], [124]
80 SMs, 64 warps/SM; shared GMMU; private TLB; crossbar network
L2: 1 MB (64 KB/bank), 128B line (32B sector), 120-cycle latency
8GB HBM2 (1 stack); Page size: 4 KB base, 2 MB big; PCle: 64 GB/s per direction
Pt: 51% (default), 1% (aggressive); By: 128; driver thread switch: 2 ps
IV cache: 16 entries, fully assoc., 20-cycle hit latency, LRU
Fault preparation and idle time: profiled per base page and P
(B) Memory Node [123], [125]-[127]
8GB 4-Hi stack, 8 channels, 16 pseudo channels, 1KB page
FR-FCFS; 16 banks, 4 bank groups/channel; 128-bit interface (BL4/channel)
256 GB/s via 8 channels @ 1GHz; CL:RCD:RAS:WR:RP = 14:14:33:16:14
Static mapping: RR.RRRRRRRR.RRRRRRRB.BBCCBDDD.CCCSSSSS
(C) CC Hardware [5], [128]

CPU 5th Gen Intel Xeon 6530 Gold @2.1GHz, 32 cores
System Supermicro SYS-421GE-TNRT3

Software Linux 6.2.0-mvp10v1+8-generic, OpenSSL v3.0.2
Hypervisor | QEMU 7.2.0 (TDX patched), TDX 1.5 (tag 2023ww15)
GPU NVIDIA H100, PCle 5.0, CUDA 12.4, Driver 550.163.01

Implementation Details. We extend GPGPU-Sim with a UVM
batch handling model that follows prior UVM studies [20]-
[26], [38], including fault batching, adjustable prefetch thresh-
olds, and tree-based prefetching. In addition to prior models,
we explicitly model fault preparation time, driver thread idle
windows, and page-encryption performance using profiles col-
lected from real hardware under different prefetching/batching
thresholds (Section III). We model the CPU-side encryption
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using measured kernel-space UVM encryption throughput
(other options are discussed in Section VIII-B), and the GPU-
side design using an pipelined AES engine on the CE/GMMU
path. We model the GPU IV Bank as HBM-resident metadata
with firmware-managed address mapping, plus a small on-
chip IV cache with hit/miss tracking and a simple write-back
policy. We also implement a pre-encryption scheduler that uses
idle windows to select candidate pages from the current UVM
context.

Workloads. We evaluate LZAGIS using 16 applications from
widely adopted benchmark suites [20], [129]-[131]. Addi-
tionally, we include a CNN workload from [129] and a
standalone FlashAttention kernel [132]. These workloads gen-
erate a significant number of page faults, demonstrate diverse
computational and memory access patterns, and have been
extensively used in prior studies on UVM.

Methods. We implement and evaluate the following methods
within our simulation framework:

Baseline: Models existing GPU-based CC hardware,
where encryption is tightly synchronized and lies on
the critical path. Pages are encrypted and transferred in
4 KB granularity. Prefetching follows the default TBNp
threshold. Overheads are modeled using profiled data. IV
access is synchronized.

Ideal: An idealized CC baseline where crypto-level over-
heads are perfectly hidden, while system-level costs (e.g.,
batch handling overhead) remain. No IV access is re-
quired.

F-LAGIS: Leverages false idle periods for pre-
encryption. Candidate pages are selected based on the
next available fault buffer entries when the previous batch
is dispatched.

IR-LAGIS: Utilizes true idle periods to speculatively
pre-encrypt pages. Candidate pages are randomly sam-
pled from CPU-resident pages.

IN-LAEGIS: Same policy to choose candidate pages as
in F-LZAGIS but operates only during frue idle periods.
IFN-LAEGIS: Represents the full design of LEGIS. It
combines both false and true idle periods to maximize en-
cryption utilization. Initially, candidate pages are chosen
from the fault buffer. If idle time remains after processing
those pages, additional available pages managed by the
UVM driver are sequentially pre-encrypted.

Each LAEGIS variant requires IV access. For each method
above, they apply default prefetching (P;:51%) , we also
evaluate an aggressive prefetching version of them (e.g.,
pIFN-LAEGIS).

VII. EVALUATION

Overall Performance. Figure 12 reports speedups across
16 applications (geometric mean included). We begin by
examining Baseline and pBaseline to understand how en-
cryption overhead undermines the effectiveness of aggressive
prefetching. Ideal outperforms Baseline by 2.36x on average,
confirming that encryption is the primary performance limiter.
Unless otherwise noted, all reported speedups are normalized
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Fig. 12: Performance comparison among baseline configurations and LAEGIS settings. All values are normalized to baseline.

to Baseline. Aggressive prefetching alone (pBaseline) recov-
ers only 22% over Baseline, consistent with prior non-CC
results [27]. However, when prefetching is paired with no
encryption overhead (pIdeal), the gain jumps to 4.60x, which
reveals the substantial performance headroom that encryption
overhead currently suppresses. For 3DCcONV, Nw, and SSSP,
aggressive prefetching degrades performance by 2 to 5% over
Baseline, which is contrary to prior findings [27]. This stems
from a fundamental trade-off: while prefetching reduces fault
frequency, each fault batch now serves more base pages,
increasing the volume of data that must be encrypted and
outweighing the benefit of fewer faults. cNN illustrates this
starkly where where the prefetching benefit drops from 1.97x
with pldeal to just 1.08x with pBaseline.

Next, we examine F-LAEGIS and pF-LAGIS. Unlike the
baseline configurations, these schemes leverage false idle
time (i.e., fault preparation time) to offload a portion of
the encryption cost from the critical path. As a result, F-
LZGIS achieves a 1.51x speedup on average over Baseline.
However, false idle intervals alone are insufficient under
aggressive prefetching. pF-LZAEGIS reaches a 1.37x speedup,
which is lower than F-LEGIS because aggressive prefetching
increases per-batch encryption demand. However, pF-LAEGIS
still benefits consistently from prefetching. None of the appli-
cations exhibit performance degradation, indicating that pre-
encryption successfully mitigates the additional encryption
pressure introduced by aggressive prefetching.

We now examine the impact of utilizing true idle time
through IN-LAEGIS and pIN-LAEGIS. Since true idle periods
are longer than false idle ones, more pages can be pre-
encrypted during these intervals. On average, IN-LEGIS
achieves a 2.17x speedup over Baseline, narrowing the per-
formance gap with Ideal to just 9%. This demonstrates that
leveraging true idle time allows LZAEGIS to approach the
performance of an ideal GPU-based CC system. However,
even after leveraging true idle time, benefits with aggressive
prefetching are still limited. pIN-LAGIS achieves a 2.10x
speedup, comparing to pldeal (4.60x) this is a 54.4% gap.
To further understand the impact of page candidate selection,
we evaluate a simple random candidate page selection strategy
(IR-LAEGIS and pIR-LAEGIS). On average, IR-LEGIS and
pIR-LAEGIS achieve speedups of 1.38x and 1.62Xx, respec-
tively. While these gains are smaller than those of IN-LAEGIS
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and pIN-LEGIS, they still provide notable improvements over
the baselines. These methods show that LEGIS can work
with any page encryption order and are compatible with prior
efforts [20], [21], [25]-[27] in UVM access prediction and
prefetching.

Lastly, we examine the full version of LAGIS, namely IFN-
LAGIS and pIFN-LAGIS, which pre-encrypts fault-buffer
candidate pages during both types of idle types (false
and true) and then sequentially pre-encrypt any remaining
CPU-resident pages. These two variants deliver the highest
performance among all evaluated designs. On average, IFN-
LZAEGIS achieves a 2.22x speedup, with a maximum of
3.13 %, narrowing the gap with Ideal to only 5.8%. Meanwhile,
pIFN-LAEGIS further improves performance under aggressive
prefetching. It achieves a maximum speedup of 5.05x and an
average of 2.74x, narrowing the gap with pldeal to 40.34%.
Together, these results show that leveraging both idle intervals
is essential for approaching ideal CC performance.

[ mkernel ofault_preparation O pcie dcpu_enc B gpu_dec miv
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Fig. 13: Effect of LEGIS on various execution time compo-
nents for selected applications

Performance Breakdown. To gain deeper insight, Figure 13
breaks down the execution time of four representative appli-
cations into six components: kernel (GPU SM execution and
memory operations), fault batch handling, PCle transfer, CPU
encryption, GPU decryption, and IV access. We observe that
LAEGIS effectively reduces CPU-side encryption overhead.
Since pre-encryption can prepare pages in batches, PCle
can transmit data in larger bursts, thereby improving link
utilization. However, offloading encryption from the critical
path allows GPU decryption latency to surface, indicating
that even specialized decryption hardware does not eliminate
crypto overhead entirely [133]. Despite the improvements,
fault preparation still dominates a significant portion of ex-



ecution time. However, because LEGIS leverages this time
for pre-encryption, reducing fault preparation latency could
diminish the benefit from encryption offloading. This high-
lights a trade-off that must be considered carefully in future
UVM design under CC. Finally, we note that [V access incurs
minimal overhead. As discussed in Section I, GPU-based CC
uses per-page IVs rather than per-CL counters. This coarser
granularity leads to infrequent IV accesses to IV Bank with
high locality, mitigating the typical IV access bottlenecks

observed in traditional schemes.
FLASHATT ‘

Fig. 14: Effect of LEGIS on fraction of CPU time during
which the driver thread is active versus (true) idle.
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Idle to Active Ratio. We examine how idle periods are used
for active computation. Figure 14 shows the fraction of time
during which the driver thread is active versus (true) idle across
four applications. We observe that applying LZAEGIS increases
the active ratio, indicating more efficient resource utilization.
For example, in sssp and FLASHATT with pIFN-LAEGIS,
the active ratios reach 99.4% and 96.8%, respectively. On
average, IFN-LAEGIS achieves a 53.2% active ratio, while
pIFN-LZAEGIS improves this to 88.3%.
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Fig. 15: Throughput of AES implementations. Collected on
real hardware. The x-axis shows size of data to be encrypted.

VIII. SENSITIVITY STUDY
A. Performance of AES Implementation

As discussed in Section III, current GPU-based CC stacks
use different AES implementations. A key divide is between
non-UVM and UVM applications, which also separates user-
space and kernel-space paths. However, the performance
impact of these choices remains unclear. To this end, we
implemented and measured both user-space and kernel-space
AES performance with two different OpenSSL versions (as
suggested by [134]) and threading settings. The results are
shown in Figure 15. Besides LCA and UVM, the other
implementations are user-space-based. LCA sustains about
2.5 GB/s on a 2 MB buffer, whereas the UVM driver includes
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additional costs that reduce effective throughput to about
1.3 GB/s. We evaluate user-space AES with four threads (4T)
and chunk sizes of 1 KB, 4 KB, and 512 KB. As expected from
Section III, the OpenSSL version does not affect LCA and
thus does not benefit UVM; we also validate this with end-to-
end UVM application profiling. In contrast, newer OpenSSL
versions improve peak user-space throughput from 3.03 GB/s
to 8.61 GBY/s, yielding similar gains for cudaMemcpy. Multi-
threading helps only for sufficiently large data: it adds over-
heads (setup/dispatch, IV management, lock, synchronization,
etc.) and does not help at 4 KB granularity, but can yield
substantial speedups for larger sizes with an appropriate chunk
size. These results show that user-space optimizations do not
translate to UVM. LAGIS does not rely on OpenSSL, so
it can accommodate varying encryption throughput configura-
tions while still delivering substantial gains (Section VIII-B).
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Fig. 16: Speedup of LAEGIS with multi-threading and

hardware-acceleration support. Higher is better.

B. Faster Cryptographic Operations

To study how different cryptographic implementations af-
fect LEGIS, we propose accelerated-LAEGIS, this variant
is named X-IFN-LAGIS, which is build on top of IFN-
LAGIS but with a hardware AES engine on the CPU side.
We also evaluated new baselines X-Baseline (Baseline with
a CPU-side hardware AES engine) and MT-Baseline (Base-
line with hypothetical CPU-side multi-threading encryption).
These new designs also comes with aggressive-prefetching
variants. For MT-Baseline, we assume OpenSSL-style 4-thread
encryption [6] and use throughput from Figure 15 (up to
7 GB/s). We do not assume new protocols or devices such as
PCle/CXL IDE [135]-[137] or TEE-IO [138], [139]; instead,
we maximize existing platform resources. X-LAGIS reuses
under-utilized CPU TME-MK engines (Section II-B). These
engines are mostly idle during GPU kernel execution. Yet
accesses to private TDX memory already trigger AES-XTS
decryption before data reaches the core, after which the



engine becomes available again. Since TME-MK’s AES-XTS
operates over the same Galois Field as AES-GCM, AES-GCM
can be supported with reconfiguration cost without adding
new hardware. The resulting AES datapath has a 40-cycle fill
latency and sustains 16 B/cycle throughput. Results are shown
in Figure 16, and its y-axis shows speedup.

Simply adding threads or deploying faster AES hardware
does not address the core bottleneck: CPU-GPU synchro-
nization. Under default prefetching, fewer pages get migrated
and idle windows are shorter than aggressive prefetching.
In this context, multi-threading can degrade performance:
MT-Baseline drops by 35% on average, while IFN-LAEGIS
could achieve 2.22x. With aggressive prefetching, more pages
are encrypted, but still not enough to satisfy multi-threading
efficiency, which demands larger volumes of data to perform
optimally. MT-pBaseline improves to 1.08x on average, but
remains far behind pIFN-LAEGIS (2.74x) due to thread-
context overhead. This is because encryption is still synchro-
nized and hence latency cannot be effectively hidden.

Hardware acceleration shows a similar pattern: X-Baseline
reaches 1.19x on average and X-pBaseline reaches 1.58x,
still leaving a 42.5% gap to pIFN-LAGIS. Meanwhile, X-
IFN-LAEGIS (2.13x) slightly underperforms IFN-LZEGIS
(by 4.3%) under default prefetching because there are too
few pages to amortize engine-management overhead, and
the short idle windows are insufficient to complete a non-
preemptible encryption attempt (especially in SYRK). We leave
preemptible-LZEGIS as future work. In contrast, combining
LZAGIS under aggressive prefetching with hardware acceler-
ation amplifies the benefit. X-pIFN-LAGIS achieves 3.57x
average speedup (up to 6.82x for 2DCONV), reducing the
overhead from 40.34% to only a 22.31% gap from the ideal
setting. When comparing with hardware-accelerated baseline
design, average speedups of LAGIS are 1.78x, and 2.26x
under default and aggressive prefetching, respectively.

IX. RELATED WORKS

To the best of our knowledge, LAEGIS is the first work in
the CC UVM setting to redesign IV management with the
explicit goal of addressing performance bottlenecks arising
from encryption and fault batch handling. The latest work
on optimizing GPU-based CC is PipeLLM [6], which targets
non-UVM KV-cache workloads and uses swap prediction
to overlap encryption with data transfer. However, due to
hardware constraints, PipeLLM still uses synchronized IV
semantics. Under mispredictions, it either issues extra NOPs
via cudaMemcpyAsync to advance the IV, or discards the pre-
encrypted ciphertext. As a result, misprediction overhead can
appear for less regular workloads beyond KV-cache swapping
(e.g., up to 8.3% from NOPs), and discarding ciphertext can
further amplify such overhead. Moreover, as discussed in
Section V-C, NOPs can introduce timing channels. In con-
trast, LAEGIS is the first to target UVM-based GPU CC.
It provides decoupled IV management via the IV Bank,
completely eliminating synchronized IV semantics. Since IVs
can be random-accessed, pre-encrypted data can be directly
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committed, avoiding the NOP/discard-based misprediction han-
dling in PipeLLM. Combining LAEGIS with PipeLLM could
therefore remove misprediction overhead (e.g., the 8.3% Nop
overhead) and extend prediction-based encryption beyond KV-
cache swapping to more general CUDA workloads. We leave
this integration as a part of future work.

Other works that adopt the same threat model also differ
from LAGIS in both setting and mechanism. Graviton [65],
HIX [85], Telekine [98], GEVISOR [87] focus on GPU-TEE
construction (e.g., DMA/MMIO isolation and leakage mitiga-
tion), and not explicit IV management for UVM page-level
counter-mode encryption. BOLT [66] is closest in leveraging
HBM, but targets oblivious maps on a customized FPGA
platform and does not study CC, UVM, page-level counter-
mode encryption, or the UVM batch handling critical path.

Recent studies propose secure near-data processing us-
ing TEEs and secret sharing [140] on NDP-enabled mem-
ory [133]. With advances in HBM-based near-/in-memory
computing [141], a secure HBM substrate can help revisit and
extend these approaches. Moreover, prior work has explored
HBM as part of tiered/hybrid memory systems and DRAM
caches [142]-[145]. LEAGIS opens a new security dimension
for tiered/hybrid memory systems, extending HBM’s role
beyond performance.

X. CONCLUSIONS

This work shows that the performance cost of UVM-based
GPU CC is not only the cryptographic computation itself, but
also the synchronization and serialization that current designs
impose around it. By using secure 3D-stacked HBM as an
in-memory IV Bank, our proposed LAGIS shows that IV
management can be decoupled from CPU-GPU synchroniza-
tion. This decoupling allows LAGIS to opportunistically pre-
encrypt data during otherwise idle driver time, while avoiding
the metadata cost of integrity trees. More broadly, our results
suggest that secure on-package memory is a useful primitive
for rethinking the confidential computing stack, and that revis-
iting long-standing design assumptions (such as the necessity
of strict IV ordering) can unlock substantial performance under
CC. We hope these findings inform future work on confidential
computing for GPU-based and other accelerator-rich systems.

CODE AND DATA AVAILABILITY

Artifacts for this paper are available at: https://github.com/
insight-cal-uva/laegis-isca26-artifact. Note that this paper fo-
cuses solely on performance and does not uncover any new
security vulnerabilities.
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